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THE AI-NATIVE SECOPS PLATFORM

Cybersecurity Readiness Review

CLIENT ACCOUNT EXECUTIVE IMPLEMENTATION MANAGER

CUSTOMER SUCCESS MANAGER TOTAL DATA SOURCES LAST UPDATED

SECTION 1

System Inventory

A complete picture of your environment enables targeted, effective protection.

TOPIC AREA QUESTION YES / NO NOTES / DETAILS
Endpoints
Endpoints Do you use workstations and servers? [ Jves [ Ino

Do you have virtual machines? [ Jves [ INo

Do you have Windows / Linux / Mac systems?

Do you have any legacy systems? [ Jves [ INo
Do you have any OT/ICS or industrial control systems? [ Jves [ INo
Mobile / BYOD
Mobile / BYOD Do you use mobile devices (phones/tablets)? [ Ives [ Ino
Is there a Mobile Device Management (MDM) solution in place? [ ves [ INo
Do you have a BYOD policy for personal devices? [ ves [ Ino
Network
Network How many firewalls do you have (Host, NGFW, WAF, etc.)?
Are your firewalls centrally managed? [ Jves [ INo
Is your network segmented (guest, remote offices, external)? [ves [ INo
Are there any other network devices in your environment? [Jves [ INo

Do you have any network monitoring or IDS/IPS tools in place? [ves [INo

Remote Access / VPN

Remote Access Do you use a VPN solution (e.g., Cisco AnyConnect, Zscaler, (] ]
Citrix)? VEE Ne
Do you have any conditional access policies in place for your
VPN? [Jves [ INo
Cloud & Hosting
Cloud Are you running public cloud, SaaS, hybrid, or multi-cloud?
Are you using Azure, AWS, or GCP? [ Jves [ INo

What M365 license tier? (Basic / Premium / E3 / E5)
Is Conditional Access enforced in M365 / EntralD? [ Jves [ INo

Do you have any serverless functions, containers, or (] (]
Kubernetes environments? VEE Ne

Identity & Access Management (IAM)
1AM Are you using EntralD, Okta, or Active Directory? D Yes D No

Do you enforce MFA across all systems and endpoints? [Jves [ INo

Applications
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SaaS Applications Do you use third-party SaaS apps with sensitive data access

(e.g., Salesforce, ServiceNow)? [ves [INo

Email Security

Email Security Do you use an email filtering tool (e.g., Defender for O365, D D
Proofpoint, Mimecast)? VeE Ne

DNS / Web Filtering

DNS / Web Filter Do you use a DNS security or web filtering tool (e.g., Cisco (] [
Umbrella)? Yes No

Security Tools

Security Tools Do you use an EDR tool (e.g., Microsoft Defender, n 0
CrowdStrike)? Yes No
Do you use a SIEM tool (e.g., Sentinel, Splunk)? [ Jves [ INo
Do you use Antivirus (AV) tools? [ Jves [INo

Vuln Mgmt Do you use a vulnerability scanning tool (e.g., Tenable, (] [
Qualys)? Yes No

How often do you apply software and security updates?

Third Parties, Backup & GRC

Third Parties Do you have external vendors with access to your ] ]
environment? Yes No
Do you use a Managed Service Provider (MSP)? [ Jves [ INo
Backup Do you use a backup and recovery platform (e.g., Veeam)? [ Jves [ INo
Are backups stored offline or air-gapped? [ Jves [ INo
GRC Do you adhere to regulatory requirements / frameworks (] ]
(HIPAA, PCI-DSS, CMMC, etc.)? Yes No
SECTION 2

Client Baseline & Behavior

Captures per-client context to reduce alert noise and enable geo-tailored detection rules.

TOPIC AREA QUESTION YES /NO NOTES / DETAILS

Account Conventions What naming convention do you use for user accounts (e.g.,
first.last)?

Who typically creates new user accounts (IT / HR / manager
self-service)?

Approximately how many new accounts are created per month?

Business Hours What are your standard business hours and primary time zone?

Do any teams operate outside standard hours (shift workers,

on-call)? [Jves  [Ino
Geography Do you have any offices or locations outside of your

headquarters? [ves  [no

In which states/cities are your employees primarily located?

Do employees regularly travel, and to which regions? [ Jves [ INo

Do you have employees or contractors working from outside the

us? [Jves [ INo

Do all remote workers connect through the same VPN? [ Jves [ INo
AD / Directory Do you have scheduled AD sync jobs or automated account (] [

provisioning? Yes No

Third-Party Access Do you have any contractors or third-party vendors with access (] ]
to your environment? VES Ne
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High-Risk Users Are there any known high-risk or high-privilege accounts we ] ]
should be aware of? Yes No
Are service accounts or automated processes ] ]
creating/modifying accounts? hES Nz
SECTION 3
Alert Playbook
Defines your escalation process so AgileBlue acts on threats the right way, every time.
TOPIC AREA QUESTION YES / NO NOTES / DETAILS
Escalation Contacts Primary Contact 1 — Name / Email / Phone
Primary Contact 2 — Name / Email / Phone
Primary Contact 3 — Name / Email / Phone
Emergency Contacts Emergency Contact 1 — Name / Phone (Priority 1)
Emergency Contact 2 — Name / Phone (Priority 2)
Emergency Contact 3 — Name / Phone (Priority 3)
Business Hours What are your business hours?
Do you expect users to be working outside of business hours? [Jves [ INo
Who has authority to approve suppression of recurring benign
alerts?
Preferred communication format for cases (email / ticketing /
phone)?
Prior Incidents Have you experienced a breach in the last three years? [ Jves [ INo
Was there a specific event that led you to AgileBlue?
Whitelisting Do you have employees or contractors working from locations (] ]
outside the US that we should account for? Yes No
Prior Suppression Were there alert types suppressed in your previous security
tool? (if applicable)
After-Hours ResponseFor a confirmed incident after hours, should we call immediately
or wait until business hours?
IR Relationships Do you have an existing IR retainer or third-party IR firm on (] ]
contract? Yes No
SECTION 4
Other
Additional context that helps AgileBlue plan ahead and keep your monitoring accurate.
TOPIC AREA QUESTION YES / NO NOTES / DETAILS
Future Changes Any planned system changes or new tools in 2026-2027?
Exclusions Are there tools or systems to explicitly exclude from monitoring?

Are there log sources requiring special configuration or approval (] ]
to forward? Yes No

AGILEBLUE




	meta_client: 
	meta_account_executive: 
	meta_implementation_manager: 
	meta_csm: 
	meta_data_sources: 
	meta_last_updated: 
	f_2: Off
	f_3: Off
	f_1: 
	f_5: Off
	f_6: Off
	f_4: 
	f_7_yn: 
	f_7: 
	f_9: Off
	f_10: Off
	f_8: 
	f_12: Off
	f_13: Off
	f_11: 
	f_15: Off
	f_16: Off
	f_14: 
	f_18: Off
	f_19: Off
	f_17: 
	f_21: Off
	f_22: Off
	f_20: 
	f_23_yn: 
	f_23: 
	f_25: Off
	f_26: Off
	f_24: 
	f_28: Off
	f_29: Off
	f_27: 
	f_31: Off
	f_32: Off
	f_30: 
	f_34: Off
	f_35: Off
	f_33: 
	f_37: Off
	f_38: Off
	f_36: 
	f_40: Off
	f_41: Off
	f_39: 
	f_42_yn: 
	f_42: 
	f_44: Off
	f_45: Off
	f_43: 
	f_46_yn: 
	f_46: 
	f_48: Off
	f_49: Off
	f_47: 
	f_51: Off
	f_52: Off
	f_50: 
	f_54: Off
	f_55: Off
	f_53: 
	f_57: Off
	f_58: Off
	f_56: 
	f_60: Off
	f_61: Off
	f_59: 
	f_63: Off
	f_64: Off
	f_62: 
	f_66: Off
	f_67: Off
	f_65: 
	f_69: Off
	f_70: Off
	f_68: 
	f_72: Off
	f_73: Off
	f_71: 
	f_75: Off
	f_76: Off
	f_74: 
	f_78: Off
	f_79: Off
	f_77: 
	f_80_yn: 
	f_80: 
	f_82: Off
	f_83: Off
	f_81: 
	f_85: Off
	f_86: Off
	f_84: 
	f_88: Off
	f_89: Off
	f_87: 
	f_91: Off
	f_92: Off
	f_90: 
	f_94: Off
	f_95: Off
	f_93: 
	f_96_yn: 
	f_96: 
	f_97_yn: 
	f_97: 
	f_98_yn: 
	f_98: 
	f_99_yn: 
	f_99: 
	f_101: Off
	f_102: Off
	f_100: 
	f_104: Off
	f_105: Off
	f_103: 
	f_106_yn: 
	f_106: 
	f_108: Off
	f_109: Off
	f_107: 
	f_111: Off
	f_112: Off
	f_110: 
	f_114: Off
	f_115: Off
	f_113: 
	f_117: Off
	f_118: Off
	f_116: 
	f_120: Off
	f_121: Off
	f_119: 
	f_123: Off
	f_124: Off
	f_122: 
	f_126: Off
	f_127: Off
	f_125: 
	f_128_yn: 
	f_128: 
	f_129_yn: 
	f_129: 
	f_130_yn: 
	f_130: 
	f_131_yn: 
	f_131: 
	f_132_yn: 
	f_132: 
	f_133_yn: 
	f_133: 
	f_134_yn: 
	f_134: 
	f_136: Off
	f_137: Off
	f_135: 
	f_138_yn: 
	f_138: 
	f_139_yn: 
	f_139: 
	f_141: Off
	f_142: Off
	f_140: 
	f_143_yn: 
	f_143: 
	f_145: Off
	f_146: Off
	f_144: 
	f_147_yn: 
	f_147: 
	f_148_yn: 
	f_148: 
	f_150: Off
	f_151: Off
	f_149: 
	f_152_yn: 
	f_152: 
	f_153_yn: 
	f_153: 
	f_155: Off
	f_156: Off
	f_154: 


